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ONE-TIME PASSCODES WITH
ASYMMETRIC KEYS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority benefit of U.S. Provisional
Patent Application No. 61/634,778, filed Mar. 5, 2012,
entitled “One-Time Passcodes with Asymmetric Keys,”
which is incorporated herein by reference.

BACKGROUND

The subject matter discussed in the background section
should not be assumed to be prior art merely as a result of its
mention in the background section. Similarly, a problem
mentioned in the background section or associated with the
subject matter of the background section should not be
assumed to have been previously recognized in the prior art.
The subject matter in the “some advantages section” repre-
sents different approaches, which in and of themselves may
also be inventions, and various problems, which may have
been first recognized by the inventor.

In many applications a password is required to grant access
to a system or authorize a transaction. Today many users have
so many different passwords that it is difficult to remember
them. In other cases, a password can be stolen by a thief,
making passwords susceptible to fraud.

LIMITATIONS AND WEAKNESSES OF PRIOR
ART

In March, 2011, EMC Corp’s RSA security division
announced a massive breach of its SecurID products. On Mar.
19, 2011, the Wall Street Journal stated the following.

A security company that provides computer-access keys
used by thousands of businesses around the world disclosed a
serious break-in, but left many customers scrambling to fig-
ure out what was taken and how they might be affected.

EMC Corp’s RSA Security division Thursday said it has
experienced an “extremely sophisticated cyber attack™ on its
computer systems, resulting in the theft of information related
to its SecurlD products.

Those products include tokens, which can be the size of a
credit card or key-chain fob, that are used by employees to
access corporate computer networks. The token generates
every minute a new six-digit number that is synchronized
with central security servers.

RSA held a conference call with customers Friday to dis-
cuss the intrusion, but didn’t specify what information was
taken by the attackers and declined additional comment. RSA
says SecurlD system is used by more than 25,000 corpora-
tions, and more than 40 million users around the world.

“RSA is distributing a set of best practices that they say will
protect you,” said Bruce Jones, head of global information-
technology security at Eastman Kodak Co. Beyond that, he
said, RSA isn’t telling customers much more about the inci-
dent.

We are getting very little information, primarily because it
is an open criminal investigation and the law-enforcement
agencies are limiting RSA to what they can share,” Mr. Jones
said.

Security experts interpreted the statements that RSA issued
Thursday to indicate the attackers may have obtained so-
called “seed” keys, which include number associated with
each token.
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RSA said Thursday it is confident that the stolen informa-
tion “does not enable a successful direct attack™ on any Secu-
rID users, but added that the information “could potentially
be used to reduce the effectiveness” of the security scheme as
part of a broader attack. Hackers have already demonstrated
the ability to decrypt other authentication factors used to
make networks safe, and “this just exacerbates the situation,”
said Avivah Ltan, an analyst with research firm Gartner.

Art Coviello, RSA’s executive chairman, described the
attack in an open letter Thursday as an “advanced persistent
threat”—a category of computer crime often associated with
efforts to steal specific sorts of information over a consider-
able period of time. Such attacks typically are associated with
criminal groups, which in recent years have often operated
out of Eastern Europe, analysts said. Mr. Coviello didn’t
discuss any suspects for the attack, but said the company is
working with law-enforcement agencies.

Friday’s conference call mainly focused on what custom-
ers should do to beef up their own security, such as making
sure no rogue programs had been installed on servers running
RSA software and suggesting that users increase the length of
PIN numbers from four to eight digits, according to one
person who participated.

“RSA’s limited disclosures may have been driven by the
desire to avoid creating a panic among its customers”, said
Jonathan Penn, an analyst at Forrester Research. He antici-
pates that RSA will reach out to customers through its sales
force and support staff in the coming days.

Paul Kocher, president of security-technology firm Cryp-
tography Research, said the incident raises questions about
the viability of RSA’s model of serving as a central repository
for seed keys. Some rivals have created systems that use
software at customer sites to generate such keys. “It’s a big
problem” for RSA, Mr. Kocher said. “They are going to have
a hard time convincing their customers that they should hold
their keys.”

Despite the original claim that this loss of seed information
on RS A networks did not enable a direct attack, in June 2011,
the adversary phished PINS from employees of defense con-
tractors and penetrated the corporate networks of these
defense contractors with offices in Washington D.C. Accord-
ing to Krebs Security, over 700 institutions worldwide had
their networks compromised as a consequence of the SecurlD
breach.

Because the backend server that authenticates SecurID
passcodes uses the same seed as the token, after the seed
information was stolen from RSA’s network, the adversary
was able to launch a successful attack. In summary, THE
ADVERSARY WAS ABLE TO REMOTELY ACCESS
CORPORATE NETWORKS OF U.S. DEFENSE CON-
TRACTORS WITHOUT HAVING AN RSA SecurlD token
in their physical possession. At least part of SecurID’s secu-
rity vulnerability and security breach was caused by the fact
that the seed for a particular token is the same as the corre-
sponding seed on the backend server. In other words, the prior
art uses the same shared secret on the physical token device
and the backend server that performs the authentication and
administers access to a network or other resource. In some
cases, this is referred to as symmetric seeds or symmetric
keys. In some cases, this is referred to as a shared symmetric
secret.

SOME ADVANTAGES OVER PRIOR ART

In light of the aforementioned RSA SecurlD breach
announced in March 2011, the embodiments, presented here,
have the advantages of DECENTRALIZATION and NON-
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DETERMINISM, which substantially increases the quality
of the security provided in a cybersecurity system across
many applications and embodiments: securing financial
transactions; securing critical infrastructure such as the elec-
trical grid; securing private networks such as SIPRNet
<http://en.wikipedia.org/wiki/SIPRNet>; securing physical
objects and infrastructure such as autos, trucks, farm machin-
ery, cranes, ships, airplanes, jets, tanks, safes, houses, hotels,
hospitals, office buildings, military bases, satellites, power
plants, manufacturing plants, mines and stadiums that offer
entertainment (football, soccer, music, etc).

A.) DECENTRALIZATION. Generation of the registra-
tion code and passcode generators and keys and the use of all
user credentials is decentralized in the embodiments pre-
sented here. The purpose of the decentralization is to force the
hackers or adversary to compromise these cybersecurity sys-
tem embodiments one device at a time. This is considerably
more expensive, more difficult and far more time consuming
for the adversary. This decentralization also helps protect the
privacy of the person who owns the device. Furthermore, this
decentralization also reduces the possibility of one hacker(s)
breach, enabling the hacker(s) to have unauthorized access
across the whole world using this security system or suite of
products.

B.) NON-DETERMINISM. Non-determinism pertains to
using a physical process to generate keys, passcode genera-
tors or registration codes. This means that these sequence of
bits are not created by a computer algorithm, which are deter-
ministic. Part of the RSA SecurlD breach pertained to cap-
turing seed information on their network, which means that
there seeds were already determined. Passcode generators,
keys and registration codes created from a non-deterministic
physical process after enrollment means that before enroll-
ment, these values are extremely difficult to predict. This
provides a greater level of security and also helps in decen-
tralizing the security since the passcode generators, keys and
registration codes are derived from the particular non-deter-
ministic physical process on that unique passcode device.

The embodiments disclosed here are superior to the prior
art such as RSA SecurID and other token vendors, because
compromising these cybersecurity embodiments requires
hackers breaking into one physical device (e.g. mobile phone,
USB token, etc) at a time. At least some of the security
advantage pertains to the fact that part of the secret stored on
the physical token is distinct and mathematically intractable
to derive from part of the secret stored on the backend server.
Another part of the security advantage pertains to the fact that
the asymmetric secrets are not generated until after enroll-
ment or setup of the Biogy token device in the field. Further,
the asymmetric secrets are generated from a non-determinis-
tic physical process.

Hence, a breach of any Biogy <http://www.biogy.com>
network or its documents that describe its algorithms or
source code, does not reveal any information about how to
predict the asymmetric secrets. Also, one key, called the user
key, that is part of the asymmetric secret is stored on the
physical token or in a secure area of the mobile device (e.g.,
a secure of a chip in a mobile phone). The other key, called the
administrator key, that is part of the asymmetric secret is
stored and administered on backend servers: a compromise of
the backend server and any information of the administrator
key onthe backend server(s) doesn’t reveal the user key on the
token. In other words, the user key and the administrator key
are distinct. Further, it is mathematically intractable to derive
the user key when the adversary has the administrator key.
Furthermore, it is mathematically intractable to derive the
administrator key when the adversary has the user key.
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BRIEF DESCRIPTION

In the following drawings like reference numbers are used
to refer to like elements. Although the following figures
depict various examples of the invention, the invention is not
limited to the examples depicted in the figures.

FIG. 1A shows a block diagram of an example of a system
for maintaining the security of a secure entity.

FIG. 1B shows a block diagram of an example of the
system of FIG. 1A.

FIG. 1C shows a block diagram of an example of the
system of FIG. 1A.

FIG. 2A shows a block diagram of an example of the
system of FIG. 1A.

FIG. 2B shows a block diagram of an example of computer
system, which may be used as any of the system of FIG. 2A
and/or for any of the blocks in FIG. 1A.

FIG. 3A shows an example of a passcode device.

FIG. 3B shows an example of a passcode device in a
smartcard embodiment.

FIG. 3C shows an example of a passcode device in a
smartcard embodiment where the selection of images are
used to identify the user before the next passcode is generated.

FIG. 3D shows an example of a passcode device in a
smartcard embodiment where the entry of a PIN identifies the
user before the next passcode is generated.

FIG. 4 shows an example of a passcode device.

FIG. 5A shows an example of the system of FIG. 1A.

FIG. 5B shows an example of a passcode device in a
smartphone embodiment where the selection of images are
used to verify the user.

FIG. 6 shows a block diagram of a circuit of an example of
a passcode device.

FIG. 7 shows a flowchart of an example of a method for
enrolling a particular user to use a passcode device.

FIG. 8 shows a flowchart of an example of a method for
identifying a particular user and generating a passcode with
asymmetric secrets on the passcode device.

FIG. 9 shows a flowchart of an example of a method for the
administrator to verify a passcode with asymmetric secrets
sent from the passcode device.

FIG. 10 shows a flowchart of an example of a method for
identifying a particular user and generating a passcode with
asymmetric secrets on the passcode device where the pass-
code is dependent on the current time.

FIG. 11 shows a flowchart of an example of a method for
the administrator to verify a passcode with asymmetric
secrets sent from the passcode device where the passcode is
dependent on the current time.

FIG. 12 shows a semiconductor device that is a photode-
tector. This hardware device can detect the arrival of single
photons, which can be used to generate random numbers.

DESCRIPTION

A passcode generator is disclosed, which may implement a
method for reducing the possibility of a thief stealing a pass-
word or other types of user information. Furthermore, the user
does not have to remember her passcode as the generator
creates one-time passcodes that may only be used once. In an
embodiment, after a passcode is used once, it will no longer
enable access to a system or account. In addition, optionally,
the passcode generator can be a standalone portable device
(e.g. USB token with battery or credit card with a smart card
chip or a mobile phone) that makes it difficult for an attacker
to gain access to. The portable embodiment enables users to
generate one-time passcodes with asymmetric secrets in
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remote places such as inside an airplane, out on an oil tanker,
in a satellite, and other places far removed from AC power
sources.

The system below is described using biometric prints or a
PIN or arecognizable collection of images to authenticate the
user as shown in FIG. 5B. Biometric prints may be finger-
prints, face prints, iris scans, toe prints, voice prints, prints
created from multiple fingers, handprints, footprints, or even
DNA prints. In an embodiment, the item used to generate the
passcodes is any item that is unique. In an embodiment the
item used to generate the passcode is one that is difficult to
fabricate, guess, find by trial and error, and/or compute. In an
embodiment, the item used to generate the passcodes is
uniquely associated with the user. In an embodiment, the item
used to generate the passcodes has an unpredictable element
to it.

An embodiment of the passcode generator uses a secure
device that produces unique passcodes that can be used as
one-time passwords. For each acquired biometric print, the
derived passcodes created from it are unique. Another
embodiment of the invention includes a secure area to execute
biometric acquisition and storage of a registration code, pub-
lic and private keys and a passcode generator created during
enrollment.

In yet another embodiment of the invention, biometric
prints are used to generate a registration code and cryptogra-
phy keys within a secure area. The secure area is one that uses
embedded software. The use of biometric prints to create
passcodes within a secure area or the use of biometric prints
instead of passcodes within a secure area eliminates the use of
passwords or PINS to memorize and store in an insecure
system. In some embodiments, a PIN and a biometric print
may be required. In other embodiments, only one part of the
user information may be required. In one embodiment, one or
more visual images—as shown in FIG. SB—may be selected
instead of requesting a PIN or a biometric.

In another embodiment, a quantum device is used to gen-
erate physical randomness (non-determinism) that can be
used to help create unpredictable asymmetric keys, registra-
tion code and passcode generator. In some embodiments,
photons are used to generate physical randomness. In other
embodiments, zener noise is used to generate physical ran-
domness (non-determinism) that can be used to help create
unpredictable asymmetric keys, registration code and pass-
code generator. In some embodiments, the zener noise is
caused by an avalanche breakdown.

FIG. 12 shows a semiconductor device that is a single
photon avalanche diode (SPAD). It is a solid-state photode-
tector based on a reverse biased p-n junction. This photode-
tector can detect low intensity signals of light down to a single
photon. In one embodiment, an LED (light emitting diode) or
OLED may be placed next to a SPAD. A SPAD is generally
sensitive to photons that have a wavelength of 10 to 100
micrometers. The arrival of photons may be measured as a
function of their arrival time within time intervals [t,, t,, ;] to
generate a sequence of random bits b=b; b, ... b,,.

VOCABULARY

The word administrator refers to a computer or possibly
another electronic device, or person that grants a particular
user access to its resources or enables a particular event (e.g.,
a financial transaction, or landing a plane at an airport, and so
on). In some contexts, the administrator functionality is per-
formed by one or more backend servers. FIG. 2A shows
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embodiments, where computers 214, 216, 218 and 220 are
backend servers along with network 212 that collectively act
as the administrator.

The registration code, denoted as R, is a sequence of sym-
bols or may be a sequence of bits. An example of a registration
code with 16 symbols is 1Ae58GnZbk3T4 pcQ and a regis-
tration code with punctuation and other symbols may also be
used. An example with 32 symbols is 1!56hs#KUD3_ 4xP*7:
y2iW=K;r.+4vN? There is at least one unique registration
code for each passcode generator. In an embodiment, the
registration code may be a sequence of 2048 bits. The regis-
tration code is created during setup and securely given to the
administrator.

The passcode, denoted as P, is a sequence of symbols. An
example of an alphanumeric passcode with 8 symbols is
47c8VvNXA and an example with 16 symbols including punc-
tuation and other symbols is &xL#WBq61!$juS_m. In an
embodiment, an passcode is composed only of digits: 34902
45157. In an embodiment, each time a user submits a valid
biometric print to the passcode generator, a new one-time
passcode is created. The administrator checks that the pass-
code is derived from one of the registration codes in the
database. In other embodiments, a new passcode is generated
less frequently than every time a user submits a valid finger
print. For example, a new passcode may be generated every
other time or on a random schedule that the user is unaware of.

The passcode generator, denoted as G, is stored in the
user’s secure memory in passcode device 101, shown in FIG.
1A and helps the device to generate a one-time passcode. G is
also stored securely by administrator 102 so that the admin-
istrator can verify a passcode that the user submits. FIG. 3D
shows an embodiment that contains passcode device 101.
FIG. 4 shows an embodiment that contains passcode device
101.

The key pair (administrator key, user key)=(L ,, K ) per-
tains touser A. The userkey K , is stored in a secure area of the
user A’s passcode device 101. The administrator key L., is
sent to the administrator during enrollment (also called reg-
istration) and is called the administrator key for user A. When
there are 5,000 users that access resources for a particular
system, then there are 5,000 distinct administrator keys K,
K,, ..., Ksoq0 stored by the backend server(s). In this embodi-
ment, there are 5,000 corresponding L;, L,, . . ., L5y, User
keys stored in 5,000 different passcode devices 101.

A hash function, denoted @, is a function that accepts as its
input argument an arbitrarily long string of bits (or bytes) and
produces a fixed-size output. In other words, a hash function
maps a variable length message m to a fixed-sized output,
®(m). Typical output sizes range from 128 to 512 bits, but can
also be larger. An ideal hash function is a function ® whose
output is uniformly distributed in the following way: Suppose
the output size of @ is n bits. If the message m is chosen
randomly, then for each of the 2" possible outputs z, the
probability that ®(m)=z is 27”.

In an embodiment, the hash functions that are used are
one-way. A one-way function ® has the property that given an
output value z, it is computationally extremely difficult to find
a message m, such that ®(m,)=z. In other words, a one-way
function @ is a function that can be easily computed, but that
its inverse ®~" is extremely difficult to compute. Other types
of'one way functions may be used in place of a hash function.
Hash Functions

Any of a number of hash functions may be used. One
possible hash function is SHA-1, designed by the National
Security Agency and standardized by the NIST. The output
size of SHA-1 is 160 bits. Other alternative hash functions are
of the type that conform with the standard SHA-256, which
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produces output values of 256 bits, and SHA-512, which
produces output values of 512 bits. A hash function could be
one of the SHA-3 candidates, which are currently being
evaluated. A candidate example of a hash function is BLAKE
<http://en.wikipedia.org/wiki/BLAKE_(hash_function)>.
Another example of a hash function is Gr@stl <http://en.wiki-
pedia.org/wiki/Grestl>. Another hash function is JH <http://
en.wikipedia.org/wiki/JH_(hash_function)>. Another
example of a hash function is Keccak <http://en.wikipedi-
a.org/wiki/Keccak>. Another hash function is Skein <http://
en.wikipedia.org/wiki/Skein_(hash_function)>.

Hashing Information

There are different methods that may be used for hashing
biometric prints, random noise from a physical process, ran-
domness from a quantum random system and other kinds of
input. As an alternative to biometric data, the input to a
hashing function can even be another code. Different types of
methods of hashing are appropriate for different sizes of
codes, and different types of random, biometric or combina-
tion of this information that is passed to the hash function.
One method is to take two different biometric prints and apply
the hash function SHA-1 to each print. For ease of explana-
tion, denote the hash function SHA-1 as ®,. Each application
of @, to a fingerprint produces an output value of 160 bits.
With two biometric prints, these bits are concatenated
together to create a 320-bit code, called C. In some embodi-
ments, random information created by a quantum device may
not be applied to hash function. In other embodiments, the
biometric information may be hashed and then combined
with random information provided by a quantum device.

Another method is to use two different sections S and T of
a single acquired biometric print, and produce a 320-bit code,
C, by concatenating ®,(S) and ®,(T). An enhancement of
this method can be used to create codes larger than 320-bits.
Divide one acquired fingerprint into nsections: S, S,,...,S,.
Then concatenate the bits @,(S,), ®,(S,), . . ., ©,(S,). This
creates a code C that is 160n bits in length. For example, if the
acquired fingerprint is divided into 10 sections, then this
method would create a code with 1,600 bits. We remark that
with other hash functions that similar concatenation methods
can be used to create codes or keys that use larger amounts of
bits.

Diffie-Hellman Key Exchange

A Diffie-Hellman key exchange is a key exchange method
where two parties (Alice and Bob) that have no prior knowl-
edge of'each other jointly establish a shared secret key over an
unsecure communications channel. Before the Diffie-Hell-
man key exchange is described it is helpful to review the
mathematical notion of a group. A group G is a set with a
binary operation *, (g*g is denoted as g2 g*g*g*g*g is
denoted as g”), such that the following four properties hold:
(i.) The binary operation * is closed on G. In other words, a*b
lies in G for all elements a and b in G.

(ii.) The binary operation * is associative on G. a*(b*c)=(a*b)
*¢ for all elements a, b, and ¢ in G

(iii.) There is a unique identity element e in G. a*e=c*a=a.
(iv). Each element a in G has a unique inverse denoted as a™*.
a*a~'=a~'*a=e.

The integers { ..., -2, -1,0, 1,2, ...} with respect to the
binary operation + are an example of an infinite group. 0 is the
identity element. For example, the inverse of 5 is -5 and the
inverse of -107 is 107.

The set of permutations on n elements {1, 2, . . ., n},
denoted as S,,, is an example of a finite group with n! elements
where the binary operation is function composition. Each
elementof S, isa functionp:{1,2,...,n}—{1,2,...,n} that
is 1 to 1 and onto. In this context, p is called a permutation The
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identity permutation e is the identity element in S,, where
e(ky=k foreachkin {1,2,...,n}.

If H is a non-empty subset of a group G and H is a group
with respect to the binary group operation * of G, then H is
called a subgroup of G. His a proper subgroup of G if H is not
equalto G (i.e., His a proper subset of G). G is a cyclic group
if G has no proper subgroups.

The integers modulo n (ie., Z,={[0],[1], ... [n-1]} are an
example of a finite group with respect to addition modulo n.
If n=5, [4]+[4]=[3] in Z5 because 5 divides (4+4)-3. Simi-
larly, [3]+[4]=[3] in Z5. Observe that Z, is a cyclic group
because 5 is a prime number. When p is a prime number, Z,, is
a cyclic group containing p elements {[0], [1], ... [p-1]}.1]
is called a generating element for cyclic group Z, since [1]"=
[m] where m is a natural number such that O<m=p-1 and
[117=[0]. This multiplicative notation works as follows: [1]*=
[11+[1]; [11P=[1]+[1]+[1]; and so on. This multiplicative
notation (i.e. using superscripts) is used in the description of
the Diffie-Hillman key exchange protocol described below.

There are an infinite number of cyclic groups and an infi-
nite number of these cyclic groups are extremely large. The
notion of extremely large means the following: if 2'°** is
considered to be an extremely large number based on the
computing power of current computers, then there are still an
infinite number of finite cyclic groups with each cyclic group
containing more than 2'°** elements.

Steps 1, 2, 3, 4, and 5 describe the Diffie-Hellman key
exchange.

1. Alice and Bob agree on an extremely large, finite, cyclic
group G and a generating element g in G. (Alice and Bob
sometimes agree on finite, cyclic group G and element g long
before the rest of the key exchange protocol; g is assumed to
be known by all attackers.) The group G is written multipli-
catively as explained previously.

2. Alice picks a random natural number a and sends g% to Bob.
3. Bob picks arandom natural number b and sends g” to Alice.
4. Alice computes (g*)°.

5. Bob computes (g*)°.

Both Alice and Bob are now in possession of the group
element g”?, which can serve as the shared secret key. The
values of (g”)* and (g%)” are the same because g is an element
of group G.

Alice can encrypt a message m, as mg®”, and sends mg” to
Bob. Bob knows IGl, b, and g”. A result from group theory
implies that the order of every element of a group divides the
number of elements in the group, denoted as IGI. This means
x''=1 for all x in G where 1 is the identity element in G. Bob
calculates (g*)'®'~*=(g'“"y*g~**=(g**)™*. After Bob receives
the encrypted message mg®” from Alice, then Bob applies
(g*y™* and decrypts the encrypted message by computing
mgab (gab)—lzm.

In some embodiments, the Diffie-Hellman key exchange
may be used to securely create a common registration code
for the user and the administrator
Asymmetric Key Cryptography

This section describes asymmetric key cryptography and
defines some notation used to represent this type of cryptog-
raphy. The symbol 1 is used to represent the resulting of
executing asymmetric key cryptography algorithm. In what
follows, the notation 1 (m, k) is used to represent the result of
encrypting message m is with key k. In an embodiment, 1
implements RSA public key cryptography, which is a type of
asymmetric key cryptography.

In an embodiment, 1 implements elliptic curve cryptogra-
phy which is an asymmetric cryptography method. The Dif-
fie-Hellman assumption holds for elliptic curves of the form:
y*=x>+ax+b.
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In an embodiment, it is assumed that E is an elliptic curve
over finite field [ , where p is a prime number and H is a
cyclic subgroup of E(IF' ) generated by the point P that lies in
BE(IF ). Alice wants to send a message to Bob whose public
key is (E, P, aP) and whose private key is the natural number
a<p-1. Alice executes the following
Encryption Stage:

1. Chose a random natural number b<p-1.

2. Consider the plaintext message embedded as points m on
E.

3. Compute p=bP and y=m+b(aP).

4. Send the ciphertext Enc(E, m)=c=(l, y) to Bob.
Decryption Stage:

After Bob receives the ciphertext c=(f3, y), the plaintext m
is recovered using the private key as Dec(E, c)=m=y-af}.

The following is a simple example described here for illus-
trative purposes, not security purposes. Consider the elliptic
curve E given by y*=x>+4x+4 over If' ;. It can be shown that
E(IF |5) has 15 elements which is necessarily cyclic. Also,
P=(1, 3) is a generator of E. Assuming that Bob’s public key
is (E, P, 4P) where a=4 is the private key and m=(10, 2) is the
message that Alice wants to send to Bob, then Alice performs
the following. Alice chooses b=7 at random. Then Alice cal-
culates Enc(E, m)=Enc(E, (10, 2))=(bP, m+b(aP))=(7P, (10,
2)+7(4P))=((0, 2), (10, 2)+7(6, 6))=((0, 2), (10, 2)+(12, 5))=
((0, 2), (3, 2))=(B,y)=c. Then Alice sends ciphertext c=(f3,
v)=((0, 2), (3, 2)) to Bob who uses his private key to decrypt
the ciphertext and recover message m=(10, 2) as follows:
Dec(E, ¢)=(3, 2)-4(0, 2)=(3, 2)-(12, 5)=(3, 2)+(12, 8)=(10,
2).

Some Passcode Devices

In an embodiment, the passcodes are generated from a
device 202 in FIG. 3A that is able to acquire biometric prints
from sensor 302, store biometric print templates or images,
and authenticate a newly acquired biometric print. In an
embodiment, the passcode is transmitted to the bank or
administrator for authentication via USB plug 306. In an
alternative embodiment, the passcode is transmitted wire-
lessly. And in an alternative embodiment, the passcode is read
from a display on the device and typed into a computer or
keypad terminal.

In another embodiment, the device acquires a PIN or pass-
word or another type of information that the user knows as an
alternative to biometric authentication as shown in FIGS. 3B,
3C and 3D. The biometric, PIN or a sequence of images that
the user knows or has possession ofis called user information.
During biometric enrollment, one or more biometric prints
are acquired, and one or more unique registration codes and
cryptography keys are generated from the one or more of the
biometric prints. During authentication, if the acquired bio-
metric print is an acceptable match, then one or more unique
passcodes are generated.

The software that this device executes may be embedded.
In an embodiment there is no operating system on this device.
In an alternative embodiment there is an operating system.
The secure biometric print device has a number of compo-
nents, which we describe in the next paragraph. The security
of the secure area may be enhanced by any one of, any
combination or of, or all of (1) the use of embedded software,
(2) the lack of an operating system, and (3) the secure area
being at least part of a self-contained device not connected to
acomputer or the internet. For example, the unit that includes
the secure area may contain its own processor. In an embodi-
ment, the secure area may not have any of these security
enhancing features.

The device may contain a biometric print sensor that
enables the device to scan biometric prints. The sensor may
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include a press sensor or a sweep sensor, for example. The
device may contain a processor chip that executes all the
software instructions such as acquiring a biometric print from
the sensor, matching an acquired biometric print against a
stored biometric print, sending communication and control
commands to a display, and/or encrypting the registration
code and transmitting it to the administrator when the user
and administrator are not in the same physical location. By
including a processor in the device the security is enhanced,
because the external processor is given fewer chances to
inspect contents of the device. Alternatively, the device may
only store software instructions that are run by an external
processor, and the external processor performs the biometric
print acquisition, the encryption, and/or generation of the
passcode. Alternatively, a specialized logic circuit is built that
carries out the functions that the software causes the proces-
sors to perform.

In another embodiment, FIG. 3C shows a credit card
requesting visual images to be selected as a method for iden-
tifying a valid user. In this embodiment, the user information
are visual images that the user knows. For example, their
favorite animal may be an elephant so they select an elephant.

In an alternative embodiment, the device shown in FIG. 3B
is a credit card containing a smart card chip that has ten
buttons for entering digits, labeled 0, 1, 2,3, 4,5, 6,7, 8, 9.
The credit card has a screen on it to display the one-time
passcode and request a PIN. To enter the PIN 2689, the user
presses the button labeled 2 first. Then the user presses button
6. Then the user presses button 8. Finally, the user presses
button 9. And then the user presses the enter button. FIG. 3D
shows a credit card requesting a PIN using the display screen
on the card. This credit card contains a smart card chip.
Entering the PIN directly into the device helps address phish-
ing attacks.

In some embodiments, there also may be a delete button so
that the user may delete an incorrect number entered during
PIN entry. In some embodiments, the credit card may not
have abiometric sensor. In other embodiments, the credit card
may also have a biometric sensor and may also request a
biometric authentication.

In some embodiments, the numbered buttons and enter and
delete button may be on a USB token. The device also may
contain memory, some of which may be non-volatile. The use
of non-volatile memory enables the device to permanently
store code generation information, such as biometric print
information, executable code, registration codes, and/or the
passcode generator. In some embodiments, the memory is on
the processor chip. In some embodiments, the processor chip
is a smart card chip. Although not necessary, in some embodi-
ments, the sensor and processor could be integrated into a
single chip. Alternatively, the sensor and the processor may
be two separate chips.

In some embodiments, the physical token is located and
operates inside of a mobile phone as shown in FIGS. 5A and
5B. In some embodiments a sequence of images is selected, as
shown in FIG. 5B (instead of using a PIN or biometric), to
authenticate the human user on the mobile phone or personal
computer and then an asymmetric one-time code is generated
and sent to the backend for authentication. As an example, a
user may select the image of the car—as highlighted and
shown in FIG. 3C—as a part of identifying the user and thus
providing user information. In embodiments using a mobile
phone or other mobile device such as IPad, the one-time code
may be sent wirelessly via TCP/IP or via a cellular network.

By executing the biometric algorithms and visual image
selection algorithms and cryptography software on a secure
embedded device, the biometric prints, visual images, cryp-
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tography keys and passcode generator are less susceptible to
theft; biometric information or visual image information or
PIN information is not transmitted to the insecure device, nor
is there any need to have encrypted templates of the biometric
prints transmitted to an insecure device.

Each of the above embodiments may be used separately
from one another in combination with any of the other
embodiments. All of these embodiments may be used
together.

DETAILED DESCRIPTION

FIG. 1A is a block diagram of an example of a system 100.
System 100 includes a passcode device 101, an administrator
102, and a secure entity 103. In other embodiments system
100 may not have all of the components listed above or may
have other components instead of and/or in addition to those
listed above.

System 100 is an example of a system in which the security
of a secure entity is kept by requiring a user to submit a
passcode (e.g., a password) in order to gain access to the
secure entity. The term “user” refers to someone that has
access to passcode device 101. The user may use passcode
device 101 to gain access to a secure entity. Any sequence of
bits (which may represent any string of symbols) may be used
as a passcode. In some cases, the passcode may be directly
transmitted without human intervention to the administrator,
so the sequence of bits may not have a visual display in
standard formats such as ASCII, Unicode, and so on. For
example, the first sequence of 8 bits in the passcode could in
ASCII represent the end of file character, which currently
does not have a visual representation. In other embodiments
where the passcode is displayed as a sequence of symbols on
a graphical display, then the symbols may be chosen from any
subset of or combination of alphanumeric, punctuation, pic-
ture symbols, math, upper case, and/or lower case symbols,
for example. The choice of alphanumeric symbols may
include characters from a multiplicity of languages. An
example of an alphanumeric passcode with 8 symbols
4R1paSWx. An example of a possible passcode with 8 sym-

bols is $32/43=23@.. An example with 16 symbols includ-
ing punctuation and other symbols is &x#W
JAAg61!j$uS_m.

Passcode device 101 may be used for generating passcodes
and/or for setting up a new user in system 100. Setting up a
new user may include “registering” the new users. Register-
ing a new user refers to the process of adding a new user so
that the new user is able to use a system, such as passcode
device 101 or system 100. Passcode device 101 may have
multiple other uses.

In an embodiment, passcode device 101 generates a new
passcode each time a user wants to gain access to the secure
entity. In an embodiment, after the passcode is used, the
passcode is discarded and is not stored. In an embodiment,
after a passcode is used once, the passcode will no longer
enable access to the secure entity. In an embodiment, pass-
code device 101 also acquires and/or stores information about
a user that is used for identitying the user. When the user
wants to access the secure entity, the user enters at least some
identifying information (e.g., a valid fingerprint) into pass-
code device 101. If passcode device 101 is able to match the
identifying information with identifying information stored
in passcode device 101, then passcode device 101 generates a
passcode, which may be used for gaining entry to a secure
entity (e.g., a newly acquired fingerprint may be matched
with information derived from earlier acquired fingerprints).
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The identifying information may be stored in passcode device
101 in association with a user ID. Thus, in this embodiment,
each time a user submits identifying information to the pass-
code device 101, a new one-time passcode is created. An
embodiment of the passcode device 101 uses a secure device
(as passcode device 101) that produces unique passcodes
from the identifying information, and the unique passcodes
can be used as one-time passcodes. In an embodiment, for
each acquired set of identifying information, the derived
passcodes created are unique. In an embodiment in which the
passcode may only be used once, the user does not have to
remember her passcode. For example, passcode device 101
may generate a new passcode every time a user submits a
valid fingerprint. In an embodiment in which a new passcode
is generated for each request for access, stealing the passcode
is of, at best, limited use, because after the passcode has been
used, the passcode is no longer valid.

In other embodiments, passcode device 101 generates a
new passcode less frequently than every time a user submits
valid identifying information. For example, a new passcode
may be generated every other time or on a random schedule,
which the user may be unaware of. In an alternative embodi-
ment, the passcode may be used multiple times prior to being
discarded. In an alternative embodiment, the passcode is
stored for a brief period of time, which may extend beyond the
passcodes initial use. The discarding of the passcode may
depend upon the number of uses and/or a length of period of
time after the passcode was generated.

In an alternative embodiment, the frequency of repeated
passcodes issued to different users is low enough such that it
is unlikely that one of two users that have been issued the
same passcode will try to access secure entities that only the
other of the two is entitled to access. In an embodiment, the
frequency of passcodes issued to the same user being repeated
is low enough that it is unlikely that the interception of an old
passcode will be useful to a hacker. Since the passcode is not
stored beyond an expiration time, the passcode itself cannot
be stolen accept during the brief period between the time the
passcode is generated and the passcode expires. In an
embodiment in which the passcode is valid for only one use,
the passcode does not need to be stored at all and can only be
stolen during the brief period between when the passcode is
generated and used. In an embodiment, each time the user
enters user information (e.g., a fingerprint) the current pass-
code is displayed or transmitted (whether or not the current
passcode is a one-time passcode), and consequently, the user
does not need to remember the passcode.

In an embodiment, a timestamp may be associated with a
one-time passcode or other passcode. If the current time is
later than the associated timestamp, when the passcode is
submitted to an “administrator,” then the passcode has
expired, is invalid, and access would be denied. The word
administrator is used to refer to an entity that grants or denies
access to the secure entity.

There are many types of identifying information that may
be stored by passcode device 101, such as fingerprints, a
name, a birthday, a favorite number, a social security number,
and/or a driver’s license, a profile, an image of a face, an
image of an animal, an image of a car, an iris scan, a toe print,
a handprint, and/or a footprint. In an embodiment, the item
used to generate the passcodes is any item that is unique. In
this specification, using a first item (e.g., a fingerprint) to
“generate” a second item (e.g., a passcode) may refer to using
the first item to “directly” generate the second item or to
“indirectly” generate the second item by, for example, first
generating one or more intermediary items from which the
second item is ultimately generated. The intermediary items
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may include a chain of multiple intermediary items that each
generated one from another. In an embodiment the item used
to generate the passcode is one that is difficult to fabricate,
guess, find by trial and error, and/or compute. In an embodi-
ment, the item used to generate the passcodes is uniquely
associated with the user. In an embodiment, the item used to
generate the passcodes has an unpredictable element to it
(e.g., the unpredictable manner in which the patterns of lines
in fingerprints differ between fingerprints).

During an enrollment process (also called registration)
identifying information about a new user may be stored in
passcode device 101. In an embodiment passcode device 101
includes a secure area for acquiring identifying information,
storing the identifying information, and/or information
related to, or derived from, the identifying information.

In addition, optionally, the passcode device 101 can be a
standalone and/or portable device. It is more difficult for an
attacker to gain access to passcode device 101 if passcode
device 101 is a standalone device, because there are less
opportunities for another device to inspect or otherwise
access the contents of passcode device 101 compared to if
passcode device 101 is not a standalone device. Additionally,
in an embodiment in which passcode device 101 is a standa-
lone device, it is more difficult for an unauthorized entity to
steal the identifying information associated with the user than
were passcode device 101 not a standalone device.

Administrator 102 receives the requests for access to a
secure entity from passcode device 101, and decides how to
handle the request. For example, administrator 102 may
receive a passcode from passcode device 101 and may cause
the passcode to be authenticated. In an embodiment, admin-
istrator 102 may check, or cause other entities to check,
whether a passcode is derived from one of the registration
codes and/or passcode generators stored in the database.

Similar to the passcode, any sequence of bits or sequence
of' symbols may be used as a registration code. In some cases,
the registration code may be directly transmitted without
human intervention to the administrator, so the sequence of
bits may not have a visual display in standard formats such as
ASCII, Unicode, and so on. For example, the first sequence of
8 bits in the registration code could in ASCII represent the end
of file character, which currently does not have a visual rep-
resentation. In other embodiments where the registration
code is displayed as a sequence of symbols on a graphical
display, then the symbols may be chosen from any subset of or
combination of alphanumeric, punctuation, picture symbols,
math, upper case, and/or lower case symbols, for example.
The symbols that the user may choose from may be any subset
of'or combination of alphanumeric, punctuation, math, upper
case, and/or lower case symbols, for example. The choice of
alphanumeric symbols may include characters from a multi-
plicity of languages. An example of a registration code with
16 symbols is 1Ae58GnZbk3T4 pcQ and a registration code
with punctuation and other symbols may also be used. An
example with 32 symbols is 1!56hs#K §3_ 4xP*7:y2iW=K;
r.+4vN? There may be at least one unique registration code
for each user and/or passcode device 101. The same criterion
and/or restrictions for both passcodes and registrations codes
for determining what sequences of characters are valid.

Administrator 102 may be a human being, software, a
computer, an electro-mechanical lock, or other machine that
grants a particular user access to its resources and/or enables
a particular event (e.g., a financial transaction, or landing a
plane at an airport, and so on). Administrator 102 has the
capability (e.g., authority) to grant or deny the user, associ-
ated with passcode device 101, access to the secure entity. If
the passcode is found to be authentic, then administrator 102
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grants the user, associated with passcode device 101, access
to the secure entity. In an embodiment, the passcode is
accepted by administrator 102 only once. In an embodiment,
after accepting the passcode, administrator 102 expects a
different passcode for the next request.

Several different embodiments are discussed above in con-
junction with passcode device 101 that relate to different
criterion and/or durations of time for when a passcode is
valid. Administrator 102 has a corresponding way of behav-
ing in terms of whether a given passcode is accepted depend-
ing on the embodiment. For example, in an embodiment in
which the passcode is valid for only a specified number of
uses (which may be a relatively small number of uses) instead
of'being valid for only one use, administrator 102 accepts the
passcode as valid for only the specified number of times. In an
alternative embodiment, the passcodes validity may be
dependent on time period (which may be relatively short)
instead of, or in addition to, being valid for only one or a
specified number of uses. As another example, in an embodi-
ment in which the passcode is associated with a timestamp,
administrator 102 may deny access for a passcode submitted
with an expired timestamp.

In an embodiment, to authenticate a passcode instead of
comparing the passcode to a previously received passcode,
administrator 102 generates the passcode independently from
passcode device 101. Consequently, in this embodiment,
instead of storing the actual passcode, administrator 102
stores a method of generating the passcode that is expected to
result in the same passcode generated by passcode device
101. In an embodiment, administrator 102 stores and/or uses
the same method of generating passcodes that passcode
device 101 uses.

In an embodiment in which passcode device 101 and
administrator 102 use the same method for generating a pass-
code, the registration process may involve associating a par-
ticular method of generating passcodes with a user and/or
passcode device 101. The registration process may involve
synchronizing the methods used by passcode device 101 and
by administrator 102 so that at a particular attempt to gain
access, administrator 102 and passcode device 101 generate
the same passcode. The registration process may involve
associating a particular registration code (which may also be
referred to as a seed) with a particular user and/or passcode
device 101. Administrator 102 may be part of the secure
entity, a separate entity, and/or may be located in location that
is remote from the secure entity.

Secure entity 103 is the secure entity that the user (which is
associated with passcode device 101) desires to access.
Secure entity 103 is the entity to which administrator 102 has
the capability to determine whether the user is entitled to
access. Some examples of secure entities are locks, doors,
cars, houses, websites, bank accounts, ATMs, medical
records, authorization to perform a financial transaction, or
some other type of event that requires security.

The lines connecting passcode device 101, administrator
102, and secure entity 103 represent paths of communication.
These lines may represent physical communication lines,
wireless communications, sonar communications, verbal
communications, and/or other communications. The dashed
part of the line connecting passcode device 101 with secure
entity 103 indicates the capability of administrator 102 to
prevent or allow access to secure entity 103.

Although in FIG. 1A only one passcode device 101, admin-
istrator 102, and secure entity 103 are illustrated, there may be
a multitude of passcode devices 101 that can access secure
entity 103 and each passcode device 101 may be able to
access multiple secure entities 103. Similarly, there may be
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several administrators 102 that are capable of granting access
to a particular secure entity 103, and each administrator may
be capable of granting access to several secure entities 103.
Further, a particular passcode device 101 may have a choice
of several administrators 102 via which to gain access to a
particular secure entity 103.

FIG. 1B shows one of many possible embodiments of
system 100. In the embodiment of FIG. 1B, passcode device
101 includes setup portion 104 and request portion 106. In the
embodiment of FIG. 1B, system 100 includes setup 108,
request for access 110, reply 112, access to secure device 114,
and administrator 102. Administrator 102 may include setup
portion 116 and request portion 118. Request portion 118
may include error handler 120. In other embodiments system
100 may not have all of the components listed above or may
have other components instead of and/or in addition to those
listed above.

In FIG. 1B, each passcode, denoted as P,, is a sequence of
bits or a sequence of symbols. Although this specification
uses a specific notation, the invention is in no way limited by
this notation. Software implementing the methods of this
specification may use a notation that is unrelated to the nota-
tion used in this specification. Setup portion 104 may be used
for registering a new user, configuring passcode device 101,
and/or for setting up passcode device 101. Setup portion 104
acquires identification information, T. In an embodiment,
setup portion 104 may generate a registration code, which
may be denoted as R, for the sake of registering the user with
another entity.

In an embodiment, a method, ®,, may be used for gener-
ating registration code R from the identification information.
The method @, (which may be referred to as a generating
method) may be a “one-way” method such as a one-way
algorithm, a one-way function, and/or another one-way
method. For example, the registration code may generated
according to the equation ®,(T)=R. A one-way method,
herein denoted @, (possibly having one or more indices rep-
resenting different functions associated with different users
or applications), has the property that given an output value z,
it is computationally extremely difficult to find the input m,
such that @, (m_)=z. In other words, a one-way method is a
method @, that can be easily computed, but whose inverse
@, is extremely difficult (e.g., impossible) to compute. One
way to quantify the difficulty to compute ®, given an output
7, 1s to use the number of computations that are expected to be
required to compute and/or guess @, . For one type of method,
it is expected to take between O(2"2) and O(2”) computa-
tional steps to find or guess m_, (depending on the how clever
the one performing the computations is) where n is the num-
ber of bits in the output z. By using a one-way method for
computing the registration code, even if the registration code
is intercepted or otherwise stolen, it is unlikely that the reg-
istration code can be used to discover identifying information
T.

One set of methods that may be used are one-way functions
in which finding the inverse involves an operation that is
mathematically indeterminate, impossible, intractable, or
computationally impractical or difficult. For example, one
method is to use a collection of step functions each of whose
domain and range is [0, 1, 2, ... 255] and apply a distinct step
function to a part of T. The information from T could be used
to determine which step functions to select from the collec-
tion. If 16 step functions are chosen from the collection, then
this would create an output of 128 bits. If n step functions are
chosen from the collection, then this would create an output
of 8n bits. An alternative to this would be to construct 32
matrices resulting from the step functions and compute the
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determinant modulo 256 for each of the 32 matrices. This
creates a one-way function whose output is 256 bits. As
another example, method @, could involve first represent user
information T by a string of digits. Then, each digit of the
string of digits could be multiplied by a corresponding digit
from another string of digits, where at least one digit of the
other string has a value of zero. The inverse of this method
would involve at least one division by zero for each multipli-
cation by a digit with the value of zero, which has no inverse,
and consequently this method would be also be one-way.
Similarly, functions for which finding their inverses involves
computing a non-convergent series or non-convergent inte-
gral are other examples of classes of functions that may be
used as one-way functions.

Another class of one-way functions involves computations
that cause a loss of information or a discarding of selected
pieces of information. Since some of the input information is
lost in computing this class of one-way functions, the original
input information (e.g., identifying information T) is difficult
and may be impossible to recover. For example, a one-way
function may be constructed by first performing a randomiz-
ing operation such as discarding random bits of information
from the input, adding random bits of information to the
input, and/or performing another randomizing operation to
the input, and then another function may be applied to the
information retained. Similarly, the same randomizing opera-
tions may be performed on the output of the function.

In an embodiment, a one-way hash function is used as
method @,. A hash function is one that accepts as its input
argument an arbitrarily long string of bits (or bytes) and
produces a fixed-size output. In other words, a hash function
maps a variable length input m to a fixed-sized output, @, (m).
Typical output sizes range from 128 to 512 bits, but can also
be larger. An ideal hash function is a function ®; whose
output is uniformly distributed in the following way. For
example, suppose the output size of @, is n bits. If the input m
is chosen randomly, then for each of the 2” possible outputs z,
the probability that ®,(m)=z is 27”. This is a definition of an
ideal hash function.

A real hash function with output size n bits should have the
property that probability of each of its 2” possible outputs can
be compared against the ideal probability of 27. The chi-
square function on n—-1 degrees of freedom is a useful way to
measure the quality of a real hash function. One uses a chi-
square on n—1 degrees because there are n bits of output. And
then one can compute a confidence level that the real hash
function is close to an ideal hash function. Some typical
confidence levels could be 90%, 95%, 99%, 99.5% and
99.999% depending on the level of security desired. In an
embodiment, the hash functions that are used are one-way.
Other types of one-way functions or methods may be used in
place of a hash function. In an embodiment, the hash func-
tions that are used are one-way. Other types of one-way
functions or methods may be used in place of a hash function.

Setup portion 104 uses registration code R and a method
@,, which may be a one-way function, to generate an initial
passcode generator G, . Initial passcode generator G, may be
used for generating an initial passcode. A passcode generator,
also known as a seed, can be a string of characters or other
form of a code similar to registration code R or a passcode.
Passcode generators may be stored securely by administrator
102 for use in verifying a passcode that is submitted by
passcode device 101. The initial passcode generator G, may
be generated according to the equation ®,(R)=G,. Method
@, (which also may be referred to as a generating method)
may be the same as, or different from, method ®,.
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In some embodiments, setup portion 104 may also use
random information T generated from the semiconductor
shown in FIG. 12 to create registration code R=®(T). Setup
portion 104 also uses asymmetric cryptography method 1)
and user key K ;, where the subscript A indicates user A.

Using passcode generators, such as G, enables the identi-
fication of a person without having access to the user’s iden-
tifying data, such as the user’s biometric data (e.g., finger-
prints) or social security number or other identifying data. For
example, some citizens and organizations are concerned
about the government and other institutions storing a person’s
biometric data. Using a passcode generator, such as G|, an
institution can identify a person with a unique registration or
passcode, which is derived from his or her fingerprint, other
biometric data, and/or other authentication data.

Request portion 106 requests access to a secure device. In
an embodiment, request portion 106 generates a passcode,
which may be used for requesting access to a secure entity.
For example, request portion may use a method, ®@;, and a
generator, G, for generating a passcode P,. Method @, may
be a one-way method such as a one way function, similar to
method ®,. Method ®; (which may be referred to as a gen-
erating method) may be the same as or different from methods
@, and/or ®,. For example, request portion 106 may compute
apasscode using the equation, ®5(G,)=P;. The index i is used
to indicate the ith passcode P;, which in an embodiment is
generated by the ith request for a passcode. In an embodi-
ment, each passcode, P, is generated by using a different
generator G,. In an embodiment, each new generator, G,, ,,
may be generated from a prior generator, G,, using a method
f, according to the equation, f(G,)=G,, , for example.

In some embodiments, request portion 106 may use the
rounded time | to compute the next passcode as ®;(G,, )=P,.

Setup 108, request for access 110, reply 112, and access to
secure device 114 are different forms of communications in
which passcode device 101 participates. Setup 108, request
for access 110, and reply 112 are embodiments of the com-
munications represented by the lines connecting passcode
device 101, administrator 102, and secure entity 103 in FIG.
1B. In an embodiment, passcode device 101 may send regis-
tration code R to another entity, when sending setup 108. Inan
embodiment, passcode device 101 sends a user ID U with the
registration code R to another entity or elsewhere as part of
setup 108. Alternatively, passcode device 101 receives the
user ID U from the other entity or from elsewhere. Request
access 110 is a request for access to secure device 103.
Request 110 may include sending encrypted passcode y(P,,
K ), for example. In an embodiment, user ID U is also sent as
part of request 110.

Reply 112 is a reply to request 110. Reply 112 may include
a grant or a denial of request 110 for access to secure entity
103. In an embodiment, administrator 102 receives registra-
tion codes R from passcode device 101 as part of setup 108,
and receives requests for access to a secure device from
passcode device 101, as part of request 110. In an embodi-
ment, administrator 102 may also grant or deny access to a
user associated with passcode device 101, as part of reply
112. Access to secure device 114 are communications
between passcode device 101 and secure entity 103. Access to
secure entity 114 can be blocked from occurring or allowed to
occur by administrator 102.

Administrator 102 includes setup portion 116, which uses
registration code R received from passcode device 101, to
generate the initial passcode generator G,. In alternative
embodiments, setup portion 116 may be located outside of
administrator 102. Since administrator 102 may service sev-
eral passcode devices 101 and/or several users, user ID U may
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be used to associate a registration code R, the generators G,,
and the passcodes generated with a passcode device 101
and/or auser U, which may be written as R, and G, respec-
tively. In this notation, the index U distinguishes the registra-
tion code R, and generator G, of user U from the registra-
tion code and generators of other users. Registration code R,
denotes registration code R after having been associated with
user U at the administrator’s side.

Since administrator 102 may need to authenticate the pass-
code submitted by passcode device 101, administrator 102
may need to generate the same set of passcodes as passcode
device 101 in order to perform the authentication. Adminis-
trator 102 may generate the passcodes generated by passcode
device 101 by using the same methods (e.g., one-way func-
tions such as one-way hash functions or random number
generators) and generators as used by passcode device 101.
Consequently, administrator 102 uses method ®,, to gener-
ate an initial passcode generator G,,, . Method @, , may be the
same for all U as long as the registration codes R, are differ-
ent for each of the U’s. In an embodiment, methods @, are
in general different for each U. If methods @, are different,
then the R;,’s do not need to necessarily be different so long
as the resulting passcodes for different users are in general
different. The passcodes of different users can be different if
methods ®,,, or passcode generators G, are different for
different users, while the G,’s will be different for different
users if methods ®,,, and/or R, are different.

Similar to passcode device 101, administrator 102 may
generate the initial passcode generator G, according to the
equation ®,,(R,)=G,,. In an embodiment, for a given
authorized user U, ®,,, R, and G, are the same as ®,, R,
and G;.

Administrator 102 also includes request portion 118. In
alternative embodiments, request portion may be located out-
side of administrator 102. For example, request portion 118
may be stored and executed on a system having a database
that stores information being accessed. Request portion 118
receives, via request 110, encrypted passcode 1(P,, K ) and
user ID U from request portion 106 of passcode device 101.
Database 122 may be part of administrator 102, as illustrated
in FIG. 1B, or may be located elsewhere. Database 122 may
store current passcode generators and/or other user informa-
tion such as the administrator key [, foruser A. In an embodi-
ment, based on user ID U, request portion 118 receives a
passcode generator and administrator key L, from database
122, and then decrypts y(P,, K ,) using cryptography method
P and key L, and then also generates a passcode that is
compared with the decrypted passcode (Y (P,, K ), L ,)=P,
received from the passcode device. The passcode II, gener-
ated is expected to be the same (after decryption is performed
by the administrator using administrator key L, and cryptog-
raphy method)) as the decrypted passcode P, that user U sent
encrypted as Y (P,, K ,) with the current request if user U is an
authorized user.

For example, request portion 118 may use method @, and
a passcode generator, G, for generating a passcode P,,.
Method @, may be the same as or different from method
@, . For example, request portion computes a passcode using
theequation, @, ,(G,,)=P,,. Eachpasscode, P, is generated
by using a different passcode generator G,,. Each new pass-
code generator, G, ,, may be generated from a prior pass-
code generator, G, using method f,, according to the equa-
tion, f (G.;)=Gs,,, for example. Request portion 118
compares passcode P, to passcode P, and if passcode P, and
passcode P, are the same, authorization to access to secure
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entity 103 is granted from request portion 118 of administra-
tor 102, via reply 112, to the user associated with passcode
device 101.

Methods @, and f;, may be the same for all U as long as
the passcode generators G, and G, are different. In an
embodiment, methods @, 5 and f,,are in general different for
different U. In an embodiment, for a given authorized user U,
D, T Gryy and G, | are the same as @, f, G, and G,
respectively, except that @5, G, and G, , are generated in
association with administrator 102 and @,, f, G,, and G,, | are
generated at passcode device 101. Setup portion 116 and
request portion 118 may be separate portions of code, such as
objects, subroutines, functions, and/or methods. Setup por-
tion 116 and request portion 118 may not be separate portions
of code, but may be lines of code intermingled with one
another and/or other parts of administrator 102.

FIG. 1C shows one embodiment of system 100. In the
embodiment of FIG. 1C, passcode device 101 includes setup
portion 104 and request portion 106, similar to the embodi-
ment of FIG. 1B. In the embodiment of FIG. 1C, system 100
includes setup 108, request for access 110, reply 112, and
administrator 102. Administrator 102 includes API 144,
which may include setup API 145, request API 147. Admin-
istrator 102 may also include setup portion 156, and request
portion 158. As in FIG. 1B, in FIG. 1C system 100 also
includes database 160 and secure entity 103. Request portion
158 may include error handler 120. In other embodiments of
FIG. 1C, system 100 may not have all of the components
listed above or may have other components instead of and/or
in addition to those listed above.

Passcode device 101, administrator 102, and secure entity
103 were explained in conjunction with FIG. 1A. Setup por-
tion 104 (of passcode device 101), request portion 106 (of
passcode device 101), setup 108, request foraccess 110, reply
112, and request for access 110 were also explained above in
conjunction with FIG. 1B. Setup portion 156, request portion
158, database 160 function in essentially the same manner as
setup portion 116, request portion 118, database 122 (FIG.
1B). However, setup portion 156, request portion 158, data-
base 160 are numbered differently from setup portion 116,
request portion 118, database 122 (FIG. 1B), because their
locations in FIG. 1C are different than in FIG. 1B, and con-
sequently their operations may have differences that relate to
their different locations.

In some applications (e.g., an electronic lock for a car),
system 100 may not need a database, because the amount of
information being stored is relatively small. Other applica-
tions, such as accessing a bank account, may have many users
and may require the storing of information associated with
system 100 in a database. Some institutions may not mind
establishing a new database for storing information associ-
ated with system 100 when installing system 100. However,
other institutions, such as banks, may already use one or more
databases. Institutions that already have at least one database
may not be interested in maintaining another separate data-
base for the user information associated with system 100, and
may prefer to store the user information associated with sys-
tem 100 in their current database. API 144, setup API 145,
and/or request API 147 may communicate with a database for
storing and retrieving user information.

To explain API 144, in an embodiment, API 144 is located
within administrator 102, and communicates with passcode
device 101 and database 160. In an embodiment in which
administrator 102 is a human (and in other embodiments),
API 144 may be external to the rest of administrator 102.
Setup API 145 is the interface through which the user, pass-
code device 101, or a human administrator setup and/or reg-
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ister new user. Request API 147 is the interface through which
auser, passcode device 101, or a human administrator request
access to secure entity 103. Setup API 145 and request API
147 may share the same fields for entering data or may use
different fields. Similarly, setup API1 145 and request API 147
may not be distinct modules, but may be different portions of
code within administrator 102 and/or API 144 and may be
parts of the same module. Alternatively, the lines of code that
make setup API 145 and request API1 147 may be intermingled
with one another, and/or with the rest of administrator 102.
Setup API 145 and request API 147 may be any combination
ot hardware and software. The software portion of setup API
145 and request API 147 (if present) may be written using any
of' a number of scripts and/or computer languages such as
PHP, ISP, a web interface that calls JavaScript routines, C,
Perl, TCL, Pascal, and/or Basic.

In an embodiment, setup API 145 and request API 147 may
be capable of handling both clients that prefer to use pre-
existing database, such as database 160, and those that prefer
to use a newly established database, facilitating a quick inte-
gration of system 100 into a pre-existing system and thereby
reducing the financial costs of integration. In an alternative
embodiment, a different setup API 145 and/or request API
147 are used depending upon whether the customer intends
on using their own database or allowing administrator 102 to
setup a database.

To explain setup API 145 in conjunction setup portion 156,
setup API 145 may cause user information, such as passcode
generators G, to be stored in database 160. Setup API 145
may cause methods @, and/or ®,,,; to be stored within
administrator 102 for use by setup portion 156. Methods @, ,,
@, 5, and/or f;, may also be stored within administrator 102
for use by setup portion 156.

Request portion 158 may contain proprietary executable
code that receives a passcode from request API 147. Request
portion 158 may determine whether passcode P, is valid or
not.

Regarding database 160, database 160 may have existed
prior to the installation of system 100, and may store a variety
of different types of information, some of which may have not
have any relationship to granting access to the secure entity
103. When configuring system 100 or when setting up a new
user, if database 160 already exists and already has a records
for the user of interest, system 100 may add a field to the
record for auser ID U and for a passcode generator G;. In an
alternative embodiment, database 160 is within administrator
102, and is installed with and/or after administrator 102.

Putting the together the above discussion of API 144, setup
portion 156 and request portion 158, and database 160, a
registration code R, user key K and administrator key L may
be based upon (e.g., copied from or received as) output from
passcode device 101 and optionally may also be based on
other user information that is entered into the setup API 145.
Setup API 145 calls setup portion 156 and passes registration
code R and administrator key L as arguments, where regis-
tration code R and administrator key L is received by setup
portion 156.

In an embodiment, setup portion 156 determines if regis-
tration code R is valid, and sends a valid or invalid message
back to setup API 145. The determination of whether regis-
tration code R is valid may be a determination as to whether
registration code R fits a particular format. If administrator
102 stores a copy of the user information from which regis-
tration code was derived, then the determination as to whether
registration code is valid may include generating the registra-
tion code at registration portion 156, comparing the generated
registration code with the received registration code. Deter-
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mining whether registration code R is valid may involve
verifying that the user associated with registration code R
exists, determining whether user ID U is valid, and/or veri-
fying other user information that registration portion 156 has
access to. Determining whether registration code R is valid
may involve administrator 102 sending a communication to
passcode device 101 or the associated user confirming that the
registration code was sent. If valid, the setup API 145 also
sends a passcode generator G, (generated from registration
code R) and may optionally send other user information, such
as the user ID U, to database 160.

When a user would like to access secure entity 103, a
passcode P, is entered into, transmitted to, and/or received by
request API 147 based on output from passcode device 101.
Request API 147 calls request portion 158, using passcode P,
as an argument. User ID U may be encoded within passcode
P,, and request portion 158 may extract user ID U from
passcode P,. Request portion 158 may return user ID U to
request API 147. If passcode P, is invalid, request portion 158
may return an invalid user ID U. Alternatively, instead of
request portion 158 extracting the user ID U from passcode P,,
the user may enter user ID U into request API 147, or request
API 147 may receive user ID U from passcode device 101.

Administrator 102 uses user ID U as a database index for
the purpose of retrieving passcode generator G, from the
database 160. If user ID U is an invalid index, then adminis-
trator 102 sends an invalid message to request API 147. If user
ID U is a valid index, then the administrator 102 sends pass-
code generator G, to request API 147. Request API1 147 calls
request portion 158, and sends two arguments, passcode P,
and passcode generator G,,;, which are received by request
portion 158. Request portion 158 determines whether pass-
code P, and passcode G, match. If passcode P, and passcode
G, match, then request portion 158 returns a valid message
and the updated passcode generator G,,,,=f(G,;) to the
request API 147. Administrator 102 stores passcode genera-
tor G, or an updated version of passcode generator G, in
database 160, such that passcode generator G; or its updated
version is indexed by user ID U. However, if passcode P, and
passcode generator G, do not match, the request portion 158
returns an invalid message to request API 147. Then request
API 147 may send an invalid message to the user U, a human
administrator, and/or passcode device 101.

FIG. 2 shows an example of an embodiment of a secure
system 200. Secure system 200 includes passcode device 202,
computer 204 having input system 206 and output system
208. Secure system 200 also includes system 210, network
212, system 214, system 216, system 218, and system 220. In
other embodiments secure system 200 may not have all of the
components listed above or may have other components
instead of and/or in addition to those listed above.

Secure system 200 illustrates some of the variations of the
manners of implementing system 100. Passcode device 202 is
one embodiment of passcode device 101. Passcode device
202 is capable of being plugged into and communicating with
computer 204 or with other systems via computer 204. Pass-
code device 202 also may communicate wirelessly with com-
puter 204. A user may use input system 206 and output system
208 to communicate with passcode device 101.

Computer 204 is directly connected to system 210, and is
connected, via network 212, to system 214, system 216, and
system 218, which is connected to system 220. Network 212
may be any one or any combination of one or more Local Area
Networks (LANs), Wide Area Networks (WANSs), wireless
networks, telephones networks, and/or other networks. Sys-
tem 218 may be directly connected to system 220 or con-
nected via a LAN to system 220. Administrator 102 may be
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any of, a part of any of, or any combination of any of computer
204, system 210, network 212, system 214, system 216, sys-
tem 218, and/or system 220. Secure entity 103 and may be
any of, a part of any of, or any combination of any of system
210, network 212, system 214, system 216, system 218, and/
or system 220. For example, administrator 102 may be
located on system 214, and secure entity 103 may be located
on system 216. As another example, administrator 102 may
be located on computer 204, and secure entity 103 may be
located on system 210, 214, system 216, system 218, system
220, and/or network 212. As yet another example, adminis-
trator 102 and secure entity 103 may both be located on
system 216 or may both be located on system 210. As another
example, system 218 may be administrator 102, and system
220 may include secure entity 103.

FIG. 2B shows a block diagram of a computer system 250
used in system 100. Computer system 250 may include output
system 252, input system 254, memory system 256, processor
system 258, communications system 262, and input/output
device 264. In other embodiments, computer system 250 may
not include all of the components listed above or include other
components in addition to and/or instead of those listed
above.

Computer system 250 is an example of a system that may
be used for any one of, any combination of, or all of computer
204, system 210, system 214, system 216, system 218, and/or
system 220.

Output system 252 may include any one of, some of, any
combination of, or all of a monitor system, a handheld display
system, a printer system, a speaker system, a connection or
interface system to a sound system, an interface system to
peripheral devices and/or a connection and/or interface sys-
tem to a computer system, an intranet, and/or an internet, for
example.

Input system 254 may include any one of, some of, any
combination of, or all of a keyboard system, a mouse system,
atrack ball system, a track pad system, buttons on a handheld
system, a scanner system, a microphone system, a connection
to a sound system, and/or a connection and/or interface sys-
tem to a computer system, intranet, and/or internet (e.g.,
IrDA, USB), for example.

Memory system 256 may include, for example, any one of,
some of, any combination of, or all of a long term storage
system, such as a hard drive; a short term storage system, such
as random access memory; a removable storage system, such
as a floppy drive, jump drive or other removable drive; and/or
flash memory. Memory system 256 may include one or more
machine-readable mediums that may store a variety of differ-
ent types of information.

The term machine-readable medium is used to refer to any
medium capable carrying information that is readable by a
machine. One example of a machine-readable medium is a
computer-readable medium. Another example of a machine-
readable medium is paper having holes that are detected that
trigger different mechanical, electrical, and/or logic
responses. For example, embedded software is stored on a
machine-readable medium. The term machine-readable
medium also includes mediums that carry information while
the information is in transit from one location to another, such
as copper wire, air, water, and/or optical fiber. Software ver-
sions of any of the components of FIGS. 1A-C may be stored
on machine-readable mediums.

Processor system 258 may include any one of, some of, any
combination of, or all of multiple parallel processors, a single
processor, a system of processors having one or more central
processors, and/or one or more specialized processors dedi-
cated to specific tasks.
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Communications system 262 communicatively links out-
put system 252, input system 254, memory system 256, pro-
cessor system 258, and/or input/output system 264 to each
other. Communications system 262 may include machine-
readable media such as any one of, some of, any combination
of, or all of electrical cables, fiber optic cables, long term
and/or short term storage (e.g., for sharing data) and/or means
of sending signals through air (e.g., wireless communica-
tions), for example. Some examples of means of sending
signals through air include systems for transmitting electro-
magnetic waves such as infrared and/or radio waves and/or
systems for sending sound waves.

Input/output system 264 may include devices that have the
dual function as input and output devices. For example, input/
output system 264 may include one or more touch sensitive
display screens, which display an image and therefore are an
output device and accept input when the screens are pressed
by a finger or stylus, for example. The touch sensitive screens
may be sensitive to heat and/or pressure. One or more of the
input/output devices may be sensitive to a voltage or current
produced by a stylus, for example. Input/output system 264 is
optional, and may be used in addition to or in place of output
system 252 and/or input device 254.

FIG. 3A shows one example of a passcode device 202.
Passcode device 202 includes acquisition mechanism 302,
cover 304, and interface 306. In other embodiments, passcode
device 202 may not have all of the components listed above or
may have other components instead of and/or in addition to
those listed above.

Acquisition mechanism 302 may be a mechanism of
acquiring fingerprints. Cover 304 may be a cover for covering
acquisition mechanism 302, and for protecting acquisition
mechanism 302 when acquisition mechanism 302 is not in
use. Cover 304 may swing open, slide open, and/or snap off
and on. Interface 306 is for connecting with an electronic
device, such as a computer. Interface 306 may be a USB port,
an RS 232 connection, a wireless connection using RFID, a
serial port or any of a number of other types of connections.
Enrollment: Creating Asymmetric Keys & Registration Code

In the embodiments, described below, a user named Alice
will be referred to as user A. In an embodiment, during enroll-
ment, the user A presents or presses his or her body part(s) to
scan in acceptable biometric prints. In an alternative embodi-
ment as shown in FIGS. 3B and 3D, during enrollment, the
user may enter a PIN. In another embodiment shown in FIGS.
3C and 5B, the user selects a number of favorite images so
they may authenticate (identify) this user at a later time.

In an embodiment, during enrollment, in the secure area of
the device, biometric print information obtained from the user
is passed to a one-way hash function ® or another one-way
method of encoding that generates a registration code R ,.
Then R, is securely given to the administrator. In an embodi-
ment, during enrollment, a key pair (administrator key, user
key) denoted as (L,, K,) is generated for user A. In an
embodiment, [ =K , (i.e., the administrator key is not equal
to the user key), which helps make the passcode system
asymmetric. This means user A stores user key K, in its
secure area of the device. In one embodiment, user key K , is
stored on the memory of a smart card chip in passcode device.
The administrator stores user A’s public key L,. In one
embodiment, the user key K , is stored in the secure area of a
chip inside a mobile phone in device 400, shown in FIG. 4.

In some embodiments, a second key pair denoted as (Lz,,
Kjz,) is created for the administrator corresponding to user A.
In an embodiment, [ =Kz, (i.e., the second administrator
key is not equal to the second user key), which helps make the
security system asymmetric. In an embodiment, the admin-
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istrator stores key Kz, in its database entry for user A; user A
stores key L, in a secure area of user A’s passcode device
101. In an embodiment, this second key pair (Lz,, K5 ,) may
be used to encrypt administrator key L., as (L., Lz,) and
securely transmit Y(L,, Lz ,) to administrator 102, shown in
FIG. 1A. After the administrator receives Y(L,, Lz ,), it may
decrypt it by using key K, and computing p(p(L,, Lz ),
Kz,) which equals L ,. This enables the asymmetric keys L,
and K, to be created on passcode device 101 in a decentral-
ized way and also transmit administrator key L, to adminis-
trator 102.

In an embodiment, the registration code R ; and adminis-
trator key [, may be given to the administrator in the same
physical place, such as at a bank, or the registration code R ,
and public key L, may be securely couriered or electronically
transmitted to the administrator if enrollment is accomplished
remotely. In some applications, the registration code and
cryptography keys may be encrypted and distributed first
using a Diffie-Hellman exchange.

In an embodiment, during the enrollment of user A the
following steps are executed. These steps are shown in the
flowchart of FIG. 7.

Step 702.) The user presents user information in the form of
biometrics, PIN or visual images. Check if this enrollment is
successful. If successful, goto step 704. If enrollment of the
user’s identifying information fails, goto step 714.

Step 704.) Some of the biometric print information and/or
random information from a physical device, denoted as T, is
used to create a registration code R ,. A hash function & is
applied to T, denoted as ®(T), to create the registration code
R . Inother words, R ,=®(T). A hash function ® is applied to
R,. The passcode generator G, is computed as G ,=P(R )
and stored in secure memory of user A.

Step 706.) The asymmetric key pair (L ,, K ) is generated. L,
is the administrator key stored by the backend server(s). K, is
the user key stored on the user’s device in a secure area.
Step 708.) In an embodiment, the registration code R , may be
encrypted as Y(R ,, K ) using asymmetric key cryptography
and transmitted to the administrator via the Internet or wire-
lessly on a cellular network. In another embodiment, a Diffie-
Hellman exchange may be used to securely establish a com-
mon registration code R, In an alternative embodiment, the
display on the credit card or mobile phone may show the
unencrypted registration code R , when the user is in the same
physical location of the administrator. For example, the user
could be present at the bank when enrolling and a bank
employee could read R , from the display.

Step 710.) Using asymmetric key cryptography, the adminis-
trator decrypts Y(R,, K ) by using the other key L, to com-
putey(P(R,, K ), L, )=R . Inan alternative embodiment, the
Diffie-Hellman exchange is used so that the administrator has
R . When the administrator is in the same physical place as
the user, the registration code R , may be securely displayed to
the administrator in the same physical place or possibly
decrypted by the administrator if received from a remote
location.

Step 712.) The administrator uses the registration code R , it
received and/or decrypted to compute the passcode generator
G, as G,=®(R,) and stores G, for this particular user in a
secure area. Completed.

Step 714.) If enrollment step 702 fails, then this procedure
immediately exits with failure.

In some embodiments, one or more of the above steps may
be combined or separated. In some embodiments, the follow-
ing step may be added. The administrator may generate the
key pair (Lg,, Kz,) and transmit public key L5, to user A
where public key Lz, is stored in secure area of user A’s
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device. These additional asymmetric keys could also be used
as backup or used to restore the security of the system if a
compromise on the backend occurs at a later time.

In regard to steps 704 and 706, some of the random infor-
mation from a physical device and/or biometric print infor-
mation, denoted as U, is obtained during enrollment and is
used to create a random seed S , that helps generate the public
key and private key. In an embodiment, a one-way hash func-
tion @ is applied to U, denoted as ©(U), to create the random
seed S . In other words, S =®(U). In an alternative embodi-
ment, where the random information U may be generated by
a quantum random system or other non-deterministic system,
then the use of the one-way function may be omitted and the
random seed S, is assigned the value of U (i.e., S ,=U).

In an embodiment, public key L., and private key K, are
created on the device. In an alternative embodiment, public
key L , and private key K , are created by the administrator and
public key K , is transmitted to the device. In an embodiment,
public key [, and private key K , are created on the device. In
an embodiment, private key K, and public key L5, are cre-
ated in a smart card chip on the device (credit card). Inanother
embodiment, private key K, and public key Lz, are created
in a secure area of a chip on a mobile phone.

In an embodiment, a quantum random system creates
quantum random information that is used to generate public
key L, and private key K ,, where private key K , is stored on
the device and public key L, is stored by the administrator. In
an embodiment, a smart card chip receives random seed S,
used to generate public key L, and private key K, from a
quantum random system external to the smart card chip.

In an embodiment, a quantum random system is used to
help create registration code R , that is sent to the device and
sent to the administrator.

In an embodiment, a quantum random system creates
quantum random information that is used to generate public
key Lz, and private key K ,, where private key Lz, is stored
on the device and public key K, is stored by the administra-
tor. In an embodiment, publickey L5, and private key K, are
generated by a smart card chip that receives random seed Sz,
from a quantum random system external to the smart card
chip.

User a Generating a Passcode after Valid User Authentication

The following steps are executed on the passcode device
and shown in the flowchart of FIG. 8.

Step 802.) Identify user A, based on a valid authentication
using biometrics, PIN or visual images. If the authentication
is valid, goto step 804. If the authentication is invalid, goto
step 814.

Step 804.) The passcode generator G, is retrieved from
non-volatile memory in a secure area of the device.

Step 806.) A one-way hash function ® is applied to G, or
some part of G, denoted as ®(G,), to create the one-time
passcode P. In other words, P=0(G ).

Step 808.) Asymmetric key cryptography method
encrypts passcode P with private key K, and creates an
encrypted passcode. In other words, the encrypted passcode
is PP, K,).

Step 810.) The passcode generator G is changed to a new
value. G is set equal to the new value f(G), where there are an
infinite number of functions that f could be. The function f
will be referred to as the perturbing function. One possible
perturbing function f could add ®(G) to G. Another possible
perturbing function f could consider G as a numberand add 1.
Another possible perturbing function f could increase G by 2.
Another possible perturbing function f could add 1 to G and
permute the order of the symbols in G using some randomly
chosen permutation. Even another possible perturbing func-
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tion fcould add 1 to G, and then permute the bits in G. G could
be used as a seed for a deterministic random number genera-
tor, which is used by f'to generate a new G.

Step 812.) The one-time passcode (P, K ) is either trans-
mitted to a display or submitted directly to the administrator.
There are many different methods for transmitting the pass-
code to the administrator. In one method, the passcode can be
displayed to the administrator, when the user is in the same
physical location as the administrator. In a second method,
the user passcode may be automatically transmitted over the
mobile phone cellular network or TCP/IP. In a third method,
the user may type the passcode into a web browser using the
Internet. And in many other methods, the user may submit the
passcode by some other electronic means such as a fax
machine or typing into the keypad of an ATM machine.
Passcode Verification by the Administrator (Backend Serv-
ers)

The following steps are executed by the administrator. In
an embodiment, the administrator verification is performed
by one or more of computers 214, 216, 218, 220 as shown in
FIG. 2A.

Step 902.) The administrator receives the encrypted passcode
Y(P, K,) and user identifier U from user A.

Step 904.) The administrator uses asymmetric key cryptog-
raphy method 1 to decrypt encrypted passcode (P, K ;) with
administrator key L, and to reveal the decrypted passcode P.
In other words, use cryptography method  to compute (1
(P, K ), L ,) which equals passcode P.

Step 906.) The administrator uses identifier U as an index to
retrieve passcode generator G, (The passcode generator for
each user can be indexed by the user identifier in a database.)
The administrator applies a hash function ® to G, denoted as
D(G,), and compares it to the decrypted P.

Step 908.) If ®(G,,) equals P, then goto step 910 (The pass-
code submitted by the field user is valid.) and the passcode
generator is set equal to the new value of G', generated by
applying the perturbing function to G, (G'=f{(G)).

It ®(Gy) is not equal to P, then goto step 912. The passcode is
invalid.

Step 910.) The administrator grants access to user A.

Step 912.) No access is granted to user A.

This method of using asymmetric keys where the passcode
device only has access to key K, and the administrator only
has access to key L, makes the system more secure. If a
hacker (adversary) or a government of hackers breaks into the
administrator database and gain access to the administrator
keys L, for each user A, then this information does not reveal
to the adversary the value of any private key K ,, which only
is stored on each passcode device (e.g., secure USB token or
credit card with smartcard chip.) In order to generate the next
correct, encrypted passcode, the hacker needs to know the
value of K , foruser A. The asymmetric keys help decentralize
the security to the passcode devices.

Reducing User or Transmission Error

In some embodiments, the one-time passcode may be
transmitted automatically (in some cases, wirelessly) to the
backend server. In some cases, there may be transmission
error, where one or more bits are not transmitted correctly. In
some embodiments, to address this, the passcode device may
use key K, to encrypt a number which indicates how many
times that the perturbing function has been applied since the
registration code was established at the time of enrollment.
The backend server(s) then decrypt this number and this helps
the backend determine the correct passcode generator G,,to
check against the passcode that was submitted from the user’s
device.
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In some embodiments, the user may be reading the one-
time passcode from the display and may incorrectly read it or
write it down. Or the user may forget to record the one-time
password, or type it into a keyboard incorrectly.

Reducing User Error: Lookahead Routine

As an alternative method of reducing user error, the user
may scan their biometric again or select their images or enter
their PIN again, and the passcode generator will generate a
new passcode. When this happens, an optional feature
enables the administrator to accept this new passcode even
though the administrator is expecting to receive the previous
passcode. Let m denote the maximum number of passcodes
that an administrator will look ahead. In this alternative
embodiment, the administrator (i.e., the backend server(s))
works around user error by executing the following steps. In
an embodiment, the administrator verification is executed by
computer(s) 214, 216, 218, 220 as shown in FIG. 2A.

Step 1.) The administrator enters the encrypted passcode
Y(P, K ) received from the user.

Step 11.) Use asymmetric key cryptography N to decrypt
encrypted passcode (P, K ,) with public key L , and to create
decrypted passcode P. In other words, use public key cryp-
tography to compute Yy(Y(P, K ), L ,) which equals passcode
P.

Step III.) The administrator obtains a user identifier U
associated with (e.g., extracts a user number U from) pass-
code P, and uses U to find the passcode generator G. (The
passcode generator for each user can be indexed by the user
number in a database.) The administrator applies a hash func-
tion @ to G, denoted as ®(G,), and compares it to P.

Step IV.) If ®(G,,) does not equal P, a temporary passcode
generator G is set equal to f(G,,), where fis the perturbing
function.

Initialize the counter k to zero. Then execute the following
loop at most m times:

Step A.) The administrator compares ®(G) to passcode P.

Step B.) If ®(G) is not equal to P, set G, equal to f(G,).
Increment k. If (k<m), go back to step A. If (k=m), then
send a message that the passcode P is not valid.

Step C.) Otherwise, ®(G;) equals P. For user U, set the new
value of the passcode generator equal to f{(G;). Send a
message that the passcode P is valid.

Passcodes Dependent on the Time

In some embodiments, the one-time passcode can depend
upon the time rather than being event based. For example, it
could depend upon the time to the nearest 90 seconds. In this
case, we denote the rounded time to the nearest 90 seconds as
T. If the current time when the passcode is received by the
administrator is more than 90 seconds after the time when the
passcode was created on the user’s device, then this one-time
passcode has expired. In this case, the passcode is invalid.
Consequently, the administrator would deny access for this
particular passcode submitted. In other embodiments, the
rounded time T can be computed upon the time to the nearest
60 seconds or two minutes or another interval of time that is
used to compute the rounded time.

User Generating a Passcode Dependent on the Time

For embodiments, dependent on time, after a valid authen-
tication occurs, the following steps are executed by the pass-
code device and shown in the flowchart of FIG. 10.

Step 1002.) Identify user A, based on a valid authentication
using biometrics, PIN or visual images. If the authentication
is valid, goto step 1004. If the authentication is invalid, goto
step 1012.

Step 1004.) The passcode generator G, is retrieved from
non-volatile memory in a secure area of the device.
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Step 1006.) A one-way hash function ® is applied to G or
some part of G ;, and to rounded time o denoted as ®(G, 1),
to create the one-time passcode P. In other words, P=®(G , ©).
Step 1008.) Use public key cryptography ¢y to encrypt pass-
code P with private key K , and create an encrypted passcode.
In other words, encrypted passcode (P, K ).

Step 1010.) Transmit encrypted passcode Y(P, K ) to admin-
istrator. Completed.

Step 1012.) Verification of user A fails. Do not send a valid
passcode or send an invalid passcode to administrator to deter
an adversary trying to break the system.

In this and other embodiments, dependent on the time, the use
of'a perturbing function is omitted. In some embodiments, the
G, may be updated by a perturbing function.

Time Dependent Passcode Verification by the Administrator

The following steps are executed by the administrator. In
an embodiment, the administrator verification is performed
by one or more of computers 214, 216, 218, 220 as shown in
FIG. 2A. These steps are shown in the flowchart of FIG. 11.
Step 1102.) The administrator receives the encrypted pass-
code (P, K ) and user identifier U from user A.

Step 1104.) The administrator uses public key cryptography
| to decrypt encrypted passcode (P, K ,) with administrator
key L, and to reveal decrypted passcode P. In other words, use
public key cryptography to compute (P, K ), L. ,) which
equals passcode P.

Step 1106.) The administrator uses identifier U as an index to
retrieve passcode generator G, (The passcode generator for
each user can be indexed by the user identifier in a database.)
The administrator applies a hash function ® to G, and the
rounded time T—denoted as ®(G, T)—and compares ®(G,,
Tto P

Step 1108.) If (G, T) equals P, then goto step 110. (The user
passcode is valid.)

If ®(G,, T) does not equal P, then goto step 1112.

Step 1110.) User A is granted access by the administrator.
Completed.

Step 1112.) No access is granted to user A by the administra-
tor. Completed.

Each of the above embodiments may be used separately
from one another in combination with any of the other
embodiments. All of the above embodiments may be used
together. For example, the different embodiments of passcode
device 101 and administrators 102 may all be used in the same
system 100. Similarly, the different aspects of each compo-
nent may be used together or separately. For example, a
passcode device 101 may include any one or any combination
of no operating system, a secure area, embedded software,
and/or being configured to function as a standalone device.

Although the invention has been described with reference
to specific embodiments, it will be understood by those
skilled in the art that various changes may be made and
equivalents may be substituted for elements thereof without
departing from the true spirit and scope of the invention. In
addition, modifications may be made without departing from
the essential teachings of the invention.

The invention claimed is:

1. A method comprising:

enrolling, by a device, a user in a system based on at least
user information, the device including a processor sys-
tem having at least one processor and a memory system,
the memory system having a nontransitory memory;

storing the user information in the memory system of the
device; and at a completion of the enrolling, generating
asymmetric keys and a registration code based on quan-
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tum information from a semiconductor that detects the
arrival of photons, the registration code being a sequence
of symbols or bits;

wherein the asymmetric keys include a user key and an

administrator key, which are different from one another,
the user key being required to perform one or more
operations on a physical token or in a secure area of the
device, the administrator key being required to perform
one or more operations on at least one backend server,
the backend server including a second processor system
having at least one processor and a second memory
system,

wherein the administrator key is generated based on infor-

mation provided by the user;

wherein it is mathematically intractable to guess the user

key from the administrator key;

and

wherein it is mathematically intractable to guess the

administrator key from the user key.

2. The method of claim 1, further comprising: encrypting
information based with the user key, such that the information
is decryptable with the administrator key.

3. The method of claim 1, further comprising:

generating a passcode generator by applying a function to

the registration code, the passcode generator being a
string of characters or other form of a code;

generating a temporary passcode by applying a one-way

function to the passcode generator; and

encrypting the temporary passcode with the user key to

create an encrypted passcode.
4. The method of claim 1 wherein said semiconductor is a
single photon avalanche diode.
5. The method of claim 3, wherein the temporary passcode
is dependent on time, wherein the one way function has at
least two inputs, one of the two inputs is for entering the
passcode generator and the other of the two inputs is for the
time, and the generating of the temporary passcode by apply-
ing the one-way function to the passcode generator, includes
at least applying the one-way function to the passcode gen-
erator and to the time.
6. The method of claim 1, wherein the enrolling is per-
formed on a mobile phone.
7. A method comprising:
generating, by the device, asymmetric keys based on col-
lected user information, the asymmetric keys including a
user key and an administrator key, which are different
from one another, the device including a processor sys-
tem having at least one processor and a memory system;

generating, via the device, a passcode that is valid tempo-
rarily and is based on information associated with a user;

encrypting the passcode with the user key, to form an
encrypted passcode, the encrypted passcode requiring
the administrator key to decrypt the passcode; and

sending, by the device to an administrator machine, the
passcode to determine whether an attempted access is
permitted;

wherein the user key is required to perform one or more

operations on a physical token or in a secure area of the
device, the administrator key is required to perform one
or more operations on at least one backend server, the
backend server including a second processor system
having at least one processor and a second memory
system,

the administrator machine being associated with the back-

end server;

wherein it is mathematically intractable to guess the user

key from the administrator key;
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and

wherein it is mathematically intractable to guess the

administrator key from the user key.

8. The method of claim 7, wherein authenticating the user
includes displaying visual images for the user to select;
wherein at least one of said images is an animal, place, or an
object.

9. The method of claim 7, wherein the generating of the
passcode based on the user key includes generating the pass-
code from a passcode generator and the user key, the passcode
generator being a string of characters or other form of a code.

10. The method of claim 7, wherein the generating of the
passcode based on the user key includes generating the pass-
code from the passcode generator and a timestamp.

11. A method comprising:

generating, at a user machine, a code that is valid tempo-

rarily, the code being generated from a function that has
time as an input to the function to which the function is
applied to generate the code, the user machine including
a processor system having at least one processor and a
memory system,

encrypting, by the processor system of the user machine,

the code with a user key, therein forming an encrypted
code;

sending the encrypted code, from the user machine to an

administrator machine;

receiving at the user machine from the administrator

machine a determination of whether an attempted access
of a secure entity is permitted, based on the encrypted
code, which was encrypted with the user key;

wherein the user key and an administrator key form a pair

of asymmetric keys, which are different from one
another, the user key being required to perform one or
more operations on a physical token or in a secure area of
the user machine, the administrator key being required
to perform one or more operations on at least one back-
end server, the backend server being associated with the
administrator machine, the backend server including a
second processor system having at least one processor
and a second memory system;

wherein the administrator key is generated based on infor-

mation provided by the user;

wherein it is mathematically intractable to guess the user

key from the administrator key;

and

wherein it is mathematically intractable to guess the

administrator key from the user key.

12. The method of claim 11, further comprising:

sending, to the administrator machine from the user

machine, the administrator key;

the administrator key being unique to the user; and

the administrator key being required by the administrator

machine for decrypting code, the encrypted code, which
was encrypted with the user key.

13. The method of claim 11, wherein said code also
depends upon information derived from a process imple-
mented by physical device that contains a photon detector,
where the process involves detecting the photons arriving at
the photon detector.

14. The method of claim 11, further comprising:

enrolling the user in a security system that includes the

machine;

creating, by the machine, the user key; and

wherein the user key is only created after a successful

enrollment of the user.

15. The method of claim 11, further comprising:

storing the user key in a mobile phone.
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16. The method of claim 11, further comprising:
storing the user key in a smart card chip.
17. The method of claim 11, wherein the code is only valid
after an identification of a user based at least on the user’s
biometric prints.
18. A system comprising:
at least one nontransitory machine-readable medium stor-
ing instructions that cause one or more processors to
perform a method including at least determining, by a
machine, whether an encrypted submitted passcode is
valid, where the encrypted submitted passcode was
encrypted with a user key, by at least generating, by the
machine, a generated passcode from a passcode genera-
tor and, the machine including at least a processor sys-
tem having at least one processor and memory system;

decrypting the encrypted submitted passcode without
access to the user key, therein producing the submitted
passcode;

comparing, by the processor system, the submitted pass-

code to the generated passcode; and
if the submitted passcode matches the generated passcode,
granting, by the machine, access to a secure entity;

wherein the user key and an administrator key form an
asymmetric key pair, which are different from one
another, the user key being required to perform one or
more operations on a physical token or in a secure area of
a user device, the administrator key being required to
perform one or more operations on at least one backend
server, the machine being associated with the backend
server, the user device including a second processor
system having at least one processor and a second
memory system,

wherein the administrator key is generated based on infor-

mation provided by the user;

wherein it is mathematically intractable to guess the user

key from the administrator key;
and

wherein it is mathematically intractable to guess the

administrator key from the user key.

19. The system of claim 18, further comprising: decrypting
the encrypted submitted passcode with the administrator key;
the administrator key being unique to the user.

20. The system of claim 18, wherein the method further
includes encrypting the submitted passcode before the com-
paring by the processor system, the submitted passcode to the
generated passcode.

21. The system of claim 20, wherein administrator key is
used to decrypt the encrypted, submitted passcode.

22. The system of claim 18, wherein the method further
including generating the submitted passcode after at least
biometric print of a user is acquired.

23. The system of claim 18, wherein the method further
including generating the submitted passcode on a chip inside
a mobile phone.

24. A system comprising:

at least one nontransitory machine-readable medium stor-

ing instructions that cause one or more processors to
perform a method including at least

receiving, by a machine, a submitted passcode, the

machine including at least a processor system having at

least one processor and a memory system, the submitted

passcode being encrypted when submitted;

generating, by the machine, a generated passcode from a
timestamp and generating by the machine an admin-
istrator key;

decrypting, by the machine, the submitted passcode with
the administrator key to form a decrypted passcode;
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after the decrypting, comparing, by the machine, the
decrypted passcode to the generated passcode; and

if the decrypted passcode matches the generated passcode,
then granting, by the machine, access to a secure entity;

wherein the administrator key and a user key form a pair of
asymmetric keys, which are different from one another,
the user key being required to perform one or more
operations on a physical token or in a secure area of a
user device, the administrator key being required to per-
form one or more operations on at least one backend
server associated with the machine, the user device
including a second processor system having at least one
processor and a second memory system;

wherein the administrator key is generated based on infor-
mation provided by the user;

wherein it is mathematically intractable to guess the user
key from the administrator key;
and

wherein it is mathematically intractable to guess the
administrator key from the user key.

25. The system of claim 24, wherein submitted passcode is

encrypted with a user key.

26. A method comprising:

generating a registration code, at a user machine, based on
a Diffie-Hellman exchange, the machine including a
processor system having one or more processors and a
memory system having a non-transient memory;

wherein the user machine and an administrator machine
that grants access to a secure entity both derive the same
passcode generator from the registration code; and

generating a pair of asymmetric keys;

wherein the asymmetric keys include a user key and an
administrator key, which are different from one another,
the user key being required to perform one or more
operations on a physical token or in a secure area of the
device, the administrator key being required to perform
one or more operations on at least one backend server,
the backend server being associated the administrator
machine, the backend server including a second proces-
sor system having at least one processor and a second
memory system,

wherein the administrator key is generated based on infor-
mation provided by the user;

wherein it is mathematically intractable to guess the user
key from the administrator key;
and

wherein it is mathematically intractable to guess the
administrator key from the user key.

27. A method comprising:

acquiring identifying information or unpredictable infor-
mation;

generating at least one registration code and at least one
key by at least applying a first method to the identifying
or unpredictable information or both, the at least one key
being one key of a pair of asymmetric keys;

wherein the first method is of a type such that computing
the identifying or unpredictable information from the
registration code is computationally intractable;

submitting the registration code to a system that is distinct
from where the acquiring occurred;

generating a passcode generator from the registration code,
at a device where the acquiring occurred, by at least
applying a second method to the registration code;

wherein the second method is of a type such that computing
the registration code from the passcode generator is
computationally intractable; and

storing the passcode generator and key at the device;
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wherein the asymmetric keys include a user key and an
administrator key, which are different from one another,
the user key being required to perform one or more
operations on a physical token or in a secure area of the
device, the administrator key being required to perform
one or more operations on at least one backend server,
the backend server including a second processor system
having at least one processor and a second memory
system,
wherein the administrator key is generated based on infor-
mation provided by the user;
wherein it is mathematically intractable to guess the user
key from the administrator key;
and
wherein it is mathematically intractable to guess the
administrator key from the user key.
28. A system comprising:
a nontransitory machine-readable medium storing thereon
instructions for an Application Program Interface (API)
having an argument for a passcode generator, an admin-
istrator key, and a user ID, the passcode generator being
a string of characters;
wherein the passcode generator and administrator key are
values generated from user information by applying a
one-way function; and
wherein the passcode generator and administrator key are
values from which deriving the user information is
expected to be intractable;
wherein the administrator key and a user key form a pair of
asymmetric keys, which are different from one another,
the user key being required to perform one or more
operations on a physical token or in a secure area of the
device, the administrator key being required to perform
one or more operations on at least one backend server,
the backend server including a second processor system
having at least one processor and a second memory
system,
wherein the administrator key is generated based on infor-
mation provided by the user;
wherein it is mathematically intractable to guess the user
key from the administrator key;
and
wherein it is mathematically intractable to guess the
administrator key from the user key.
29. The system of claim 28, further comprising a database
storing one or more passcode generators and administrator
keys indexed according to user ID.
30. The system of claim 28, wherein the machine-readable
medium stores thereon installation instructions, which cause
one or more processors to perform a method including at
least:
installing the instructions for the API on another system,
and
receiving an input from which a decision is made as to
whether:
to store the passcode generator and administrator key in
a preexisting database, or

to set aside a storage space for the passcode generator
and administrator key, wherein the storage space is
unrelated to any preexisting database.

31. The system of claim 30, wherein the installation
instructions cause the one or more processors to offer a
choice, and the input is the reply to the offer.

32. The system of claim 28 wherein for each user ID a
positive integer is also stored in the database that indicates
how many times the said passcode generator has been
updated by the administrator.
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33. A system comprising:

a nontransitory machine-readable medium storing thereon
machine instructions for generating, by a machine, an
Application Program Interface (API) having an argu-
ment for an administrator key, time information, and a
user ID, the machine including a processor system hav-
ing one or more processors and a memory system, the
administrator key being required for one or more opera-
tions on a backend server the backend server having a
processor system having one more processors and a
memory system,

wherein the administrator key is a value generated from
user information or random information or both, and

wherein the administrator key is a value from which deriv-
ing the user information is expected to be intractable;

wherein the asymmetric keys include a user key and an
administrator key, which are different from one another,
the user key being required to perform one or more
operations on a physical token or in a secure area of a
user device;

wherein the administrator key is generated based on infor-
mation provided by the user;

wherein it is mathematically intractable to guess the user
key from the administrator key;
and

wherein it is mathematically intractable to guess the
administrator key from the user key.

34. The method of claim 1, wherein the user information is
at least a biometric print, a Personal Identification Number
(PIN), or a sequence of images.

35. The method of claim 1, wherein the passcode device is
a standalone device.

36. The method of claim 1, further comprising:

receiving, by the device from a sensor, at least one biomet-
ric print from the user before the enrolling, the sensor
being on the device; and

wherein generating the asymmetric keys and the registra-
tion code includes generating the asymmetric keys and
the registration code based on at least one biometric
print.

37. The method of claim 3, wherein the temporary pass-
code is dependent on a rounded timestamp, the rounded
timestamp being rounded to nearest 90 seconds.

38. The method of claim 7, wherein authenticating the user
includes receiving the user’s biometric print and matching the
biometric print with a biometric template stored in the
memory system of the device.

39. The method of claim 7, wherein the passcode is gener-
ated from a registration code, the registration code being a
sequence of symbols or bits and generated from collected
user information.

40. The method of claim 7, wherein the asymmetric keys
are generated based on zener noise.

41. The method of claim 7, wherein the user key is stored
on a physical token or in a secure area of the device; and
wherein the administrator key is stored on the administrator
machine.

42. The method of claim 11, wherein the code is only valid
after an identification of a user based at least on the user’s
selection of visual images.

43. The method of claim 11, wherein the code is only valid
after an identification of a user based at least on the user’s
entry of a PIN.

44. The system of claim 18, wherein the method further
includes generating the submitted passcode after at least the
user selects some visual images.
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45. The system of claim 18, wherein the method further
includes generating the submitted passcode after at least the
user enters a PIN.
46. The system of claim 27, wherein the registration code is
a sequence of symbols or bits.
47. The system of claim 27, wherein the passcode genera-
tor is a string of characters or other form of a code similar to
the registration code.
48. The method of claim 1, further comprising generating
the photon by a light emitting diode that is close enough to the
semiconductor to ensure that at least one photon arrives at the
semiconductor within a predetermined time period.
49. The method of claim 48, the light emitting diode and
the semiconductor that detects the photons of the light emit-
ting diode being associated with the same device.
50. A method comprising:
receiving at a passcode device user identifying informa-
tion, the passcode device having a processor system
including one or more processor and a memory system;

storing user identifying information in the memory system
of the passcode device;

generating, by the passcode device, a first code, the first

code being generated based on the user identifying
information;

sending, by the passcode device, the first code to an admin-

istrator system that grants access to a secure entity;
receiving, from the administrator system, a second code;
generating, by the passcode device, a common registration
code from the first code and the second code; and
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generating, by the passcode device, a passcode generator
from the common registration code, the passcode gen-
erator being a string of characters or other form of a
code;

wherein the passcode device and the administrator system
both derive the same passcode generator from the com-
mon registration code;

generating asymmetric keys;

wherein the asymmetric keys include a user key and an
administrator key, which are different from one another,
the user key being required to perform one or more
operations on a physical token or in a secure area of the
device, the administrator key being required to perform
one or more operations on at least one backend server,
the backend server including a second processor system
having at least one processor and a second memory
system,

wherein the administrator key is generated based on infor-
mation provided by the user;

wherein it is mathematically intractable to guess the user
key from the administrator key;

and

wherein it is mathematically intractable to guess the
administrator key from the user key.

51. The method of claim 50, wherein the first code and the

> second code are generated based on the quantum information

from a photon detector.
52. The claim of method 51, wherein said photon detector
is made from a semiconductor.
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